
 
Using the Microsoft Authenticator app for MFA 

 
The next time you sign in to Office 365 you will see a screen that says Your organization needs 
more information to keep your account secure or something similar: 
 

 
 
To get started, select Next. 
 
If you do not see a screen like this when you sign in, follow the directions in Microsoft’s 
documentation for managing your settings for two-step verification to find the settings page 
where you can manage your verification options. 
 
Using this method requires that you install an authenticator app on your phone or tablet. The 
steps in this article are based on the Microsoft Authenticator app, which is available 
for Android and iOS. 
 

1. Select Mobile app from the drop-down list. 
 

2. Select either Receive notifications for verification or Use verification code, then 
select Set up (We heavily recommend choosing Notifications as the contact method). 

https://docs.microsoft.com/en-us/azure/active-directory/user-help/multi-factor-authentication-end-user-manage-settings#where-to-find-the-settings-page
https://go.microsoft.com/fwlink/?Linkid=825072
https://go.microsoft.com/fwlink/?Linkid=825073


 
3. On your phone or tablet, open the app and select + to add an account. (On Android 

devices, select the three dots, then Add account.) 
 

4. Specify that you want to add a work or school account. The QR code scanner on your 
phone opens. If your camera is not working properly, you can select to enter your 
company information manually. For more information, see Microsoft’s documentation 
for  adding an account manually. 

 
5. Scan the QR code picture that appeared with the screen for configuring the mobile app. 

Select Done to close the QR code screen. 

https://docs.microsoft.com/en-us/azure/active-directory/user-help/multi-factor-authentication-end-user-first-time#add-an-account-manually


 
 

6. When activation finishes on the phone, select Contact me. This step sends either a 
notification or a verification code to your phone. Select Verify. 
 

7. If a PIN is required for approving sign-in verification, enter it. 



 
 

8. After PIN entry is complete, select Close. At this point, your verification should be 
successful. 
 

9. We recommend that you enter your mobile phone number in case you lose access to 
your mobile app. Specify your country/region from the drop-down list, and enter your 
mobile phone number in the box next to the country/region name. Select Next. 
 

10. On the next screen, copy down and save the text password on the page. This password 
will allow you to sign in when using applications that don’t support MFA, such as 
Outlook 2010 and older, and some versions of the built in mail app on IOS. Select Next. 

 
11. Click Done. 

 
Approving Sign-ins Using the Authenticator App: 
 

 When you attempt to sign in to Office 365 after setting up the Authenticator app, a 
notification will appear on your phone asking you to approve the sign in: 
 



 
 
 
 
 

 At this point, you can either approve the sign in from the lock screen if you have 
verification by notification enabled, or you can open the app to approve the 
notification instead (if you are approving by code, you will either get the code you must 
enter on your lock screen or be required to open the app to see the verification code): 
 



 
 

 After you have approved your sign-in with either method, you will be able to complete 
your sign-in. 


